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#Summary: 
Cybersecurity professional with 8+ years of experience as a SOC Analyst, Security Operations, Cloud Security and 
Security Engineering. Hands-on experience in alert/incident triage, investigation, mitigation and remediation. Exposure on 
security tools and technologies, design, evaluation, implementation, and administration. 
 
#Cyber Security skills:  
- Experience in alert triage, incident investigation, threat and risk analysis, vulnerability assessment, attack vector 
identification, security control evaluation, threat detection and analysis, anomaly detection, log analysis and correlation, 
mitigation, and security posture assessment, supported by strong analytical thinking and problem-solving skills. 
- Hand-on security controls and platforms SIEM, EDR, Proxy, WAF, CSPM, EASM and cloud platforms, in alert triage, 
incident investigations, and fine tuning controls, and strengthen security posture. 
- Threat hunting by hypothesis driven, intel-driven, anomaly-based, data driven hunts across security tools and stack. 
- Hands on EDR solutions as Crowd Strike Falcon, Microsoft Defender, etc. to handle detection/alert triage and 
investigation, evidence collection, containment, remediation and remote host investigation. 
- Used SIEM platforms as Splunk, Wazuh for log analysis, correlation rules, use cases deployment, fine tuning use cases 
and integrations. 
- Exposure to security tools and technologies, to solution design, evaluation, implementation, configuration, administration, 
and operational support. 
- Good understanding of the cyber threat landscape, emerging vulnerabilities, and mitigation techniques aligned with 
industry frameworks and best practices. 
- Good understanding of MITRE ATT&CK framework, risk assessment methodologies, impact analysis, mitigation planning, 
and CVSS based threat scoring system. 
- Foundational understanding of Cloud Security principles and technologies, securing infrastructure and workloads on AWS 
and Azure, including identity and access management (IAM), logging and monitoring, cloud native security controls. 
- Foundational understanding of Cloud native technologies, micro services, containerization, container orchestration, 
container security, serverless functions, observability & monitoring stack, and Infrastructure as Code (IaC), DevOps, 
DevSecOps, Docker and Kubernetes. 
 
#Cyber Security experience: 
- LTM Limited, Senior Cybersecurity Specialist, 6 April 2026 – till date 
Investigate and respond to alerts from tools/platforms like SIEM, SOAR, EDR, XDR, EASM, CSPM, WAF, and deep analysis 
and complex incident investigations and weekly/monthly reports for management insight. 
 
- Edelweiss Financial Services Ltd, Senior Cyber Security Analyst, 3 March 2025 – 5 March 2026 
Lead and execute cybersecurity threat hunting, and threat detection initiatives across a wide range of tools, technologies, 
and security platforms, ensuring comprehensive threat coverage and rapid mitigation within complex enterprise 
environments. Enhance organizational cyber defence and resilience by implementing a robust security stack. 
 
- Core IT Services Pvt Ltd, Cyber Security Analyst, (Client: Edelweiss Financial Services Ltd), 21 Nov 2022 – 28 Feb 2025 
Respond to Cyber Security Incidents to tirage, investigate, contain, remediate, and recover from cyber security incidents. 
Threat hunt for security threats by leveraging EDR, SIEM, and other security platforms. Overlook daily Security Operations. 
Sandboxing of software and tools. Static Malware analysis and simulation 
 
- Mphasis Limited, Security Engineer, 07 Jan 2020 – 19 Nov 2022 
Security monitoring, Create proactive cyber defence with threat hunting and threat analysis to identify and patch 
vulnerabilities in the infrastructure, prevent data and security breaches. 
 
- Qualys Security Tech Services Pvt Ltd, Security Analyst, 16 Jan 2019 – 3 Jan 2020 
Create security controls for secure configuration of Operating Systems, Databases, Applications, Services, Network 
Services, and Network devices based on CIS & DISA. 
 
- Sequretek IT Solutions Pvt Ltd, Security Analyst, 22 Jan 2018 – 11 Jan 2019 
Security monitoring of Servers, Networks, and Services to mitigate any security incident. Monitoring, reporting, hardening, 
security audit, vulnerability assessment, and penetration testing of systems. 
 
 



#Cyber Security Certifications & Trainings: 
- Certified Cyber Threat Intelligence Analyst (CTIA), certification from EC-Council (ECC7950346821) 
- Certified Ethical Hacker version 9 (CEH), certification from EC-Council (ECC74143996924) 
- AWS Certified Security Specialty Course SCS-C03 training and certification from Udemy  
- Microsoft Azure Security Engineer Associate AZ-500 training and certification from Udemy 
- Red Teaming, training and certification from TryHackMe  
- CompTIA Certified Penetration Tester (PenTest+), training and certification from LinkedIn Learning 
- CompTIA Cybersecurity Analyst (CySA+), training and certification from LinkedIn Learning 
 
#Cloud, DevOps & Systems skills: 
- Administering Azure & AWS cloud infrastructure and services. 
- Knowledge of Docker and container management technologies  
- Understanding of cloud-native principles and technologies, micro services architecture, containerization, container 
orchestration, serverless function or functions-as-a-service, observability & monitoring stack, and Infrastructure as Code 
(IaC), DevOps and DevSecOps practises. 
- Understanding of Bash scripts, PowerShell, and Python. 
- Hands-on in installation, configuration, troubleshooting, maintenance, and hardening of Linux-based server systems 
- Basic scripting knowledge in Linus bash, shell scripting, and PowerShell command line and modules 
 
#Cloud, DevOps & Systems trainings: 
- Microsoft Azure Fundamentals Certification AZ-900, from LinkedIn Learning 
- Microsoft Azure Administrator Associate AZ-104, from LinkedIn Learning 
- AWS Certified Solutions Architect - Associate 2019, from Udemy 
 
#Systems administration experience: 
- Lyra Network Private Ltd as Linux System Analyst, 20 Mar 2017 – 17 Jan 2018 
- OS3 Infotech Pvt Ltd as Linux System Analyst, 1 Nov 2016 to 28 February 2017 
- Trimax IT Infrastructure & Services Limited as Systems Engineer, 1 July 2015 – 27 Oct 2016 
 
#Education qualification: 
- SSC (Mumbai University) passed in March 1995 securing 55% 
- Advanced Diploma in Computer Hardware & Networking from Jetking School of Electronic Technology form Aug-1999 to 
Jan 2001 securing Grade A 
 
#Personal information: 
Gender:   Male 
Mobile:   +91-9892086544 
Mail Id:   vinodm41@gmail.com 
LinkedIn:  https://www.linkedin.com/in/vinodm41 
GitHub:   https://github.com/vinodm41 
 
#Certifications & Trainings:  
https://vinodmore.info/certs.html 
 
#Portfolio:   
https://vinodmore.info 


